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• Command centers for protection of soft targets and crowded 
spaces can benefit from decision support systems

• Processing sources of diverse inputs
• Reducing uncertainty as to status and future evolution of threat 
• Assist with complex decisions, with difficult options to evaluate

• SENTRY is doing research on potential analytics to be used in 
command centers

• Guided by interactions with partners, PAB, and visits to command 
centers in LA/LB CBP, Newark and New York transit sites

So What? Who Cares? 



• A command center is a centralized location where people can monitor 
and control operations.  Command centers are essential for 
coordinating complex operations and making timely decisions. 

• Major Components
• Communication and technology equipment 

• Allows people in the command center to communicate with each other and with people 
in the field.

• Real-time data and analytics
• Access real-time data,  and analytics, used to track the situation and make informed 

decisions.
• Expertise and support

• Team of experts who can provide real-time analysis and support

What is a Command Center? Ask Bard…



• Communications, computers, displays, cybersecurity, networking, 
power, redundancy, …

• But: What should be inside the computers to support effective decision-
making?

What is a Command Center? Ask Vendors…

• A

What is a Command Center? Ask Vendors…



• “The Command Center is really a place where uncomfortable people 
meet in cramped conditions to play unfamiliar roles making 
unpopular decisions based on inadequate information in much too 
little time.  True or False?”  Form and Function of a Command Center, 2014 

• It is a central location to provide command, coordination and 
decision-making in support of the incident response

• Communication and Intelligence
• Analyze, summarize, display incoming information 
• Ongoing communications to generate, disseminate situation awareness

• Command and Control
• Establish common operating picture, make decisions, assign tasks, deploy and track 

critical resources
• Coordination and Documentation

• Internal and external partners

Command Center? Georgia Department of Public Health



Human Decision Making: What analytics must support

 
Three of the four OODA processes are not defined in detail in Boyd’s briefings. The 
exception was Orient, which Boyd (1987, underlining in original) describes as 
follows: “Orientation, seen as a result, represents images, views, or impressions of the 
world … Orientation is an interactive process of many-sided implicit cross-
referencing projections, empathies, correlations, and rejections that is shaped by and 
shapes the interplay of genetic heritage, cultural tradition, previous experiences, and 
unfolding circumstances. … Orientation is the schwerpunkt. It shapes the way … we 
observe, the way we decide, the way we act”. 
 

Feed
Forward

Observations Decision
(Hypothesis)

Action
(Test)

Cultural
Traditions

Genetic
Heritage

New
Information Previous

Experience

Analyses &
Synthesis

Feed
Forward

Feed
Forward

Implicit
Guidance
& Control

Implicit
Guidance
& Control

Unfolding
Interaction

With
Environment

Unfolding
Interaction

With
Environment Feedback

Feedback

Outside
Information

Unfolding
Circumstances

ObserveObserve OrientOrient DecideDecide ActAct

 
Figure 1.   Boyd's (1996) Observe-Orient-Decide-Act model. 

 
The other three processes may be interpreted from Boyd’s (1996) depiction of OODA 
(Figure 1) as follows: 
• Observe is the process of acquiring information about the environment by 

interacting with it, sensing it, or receiving messages about it. Observation also 
receives internal guidance and control from the Orient process, as well as 
feedback from the Decide and Act processes. 

• Decide is the process of making a choice among hypotheses about the 
environmental situation and possible responses to it. Decide is guided by internal 
feed-forward from Orient, and provides internal feedback to Observe. 

• Act is the process of testing the chosen hypothesis by interacting with the 
environment. Act receives internal guidance and control from the Orient process, 
as well as feed-forward from Decide. It provides internal feedback to Observe. 

 
A unique feature of the OODA model is Boyd’s emphasis on tempo, i.e. the decision 
cycle time. Boyd (1987) expressed this as follows: “in order to win, we should operate 
at a faster tempo or rhythm than our adversaries or, better yet, get inside the 
adversary's Observation-Orientation-Decision-Action loop”. 
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Figure 2.   Wohl's (1981) Stimulus-Hypothesis-Option-Response model. 

 
Figure 2 shows the SHOR model. Wohl (1981) decomposes each process in SHOR 
into sub-processes. We have mapped these sub-processes to OODA as follows: 
 
 Wohl’s sub-processes Mapping to OODA 
Stimulus 
(data) 

• Gather / detect 
• Filter / correlate 
• Aggregate / display 
• Store / recall 

• Observe 
• Orient 
• Orient 
• (Not in OODA) 

Hypothesis 
(perception 
alternatives) 

• Create hypothesis about situation 
• Evaluate hypothesis 
• Select hypothesis 

• Orient 
• Orient 
• Orient 

Option 
(response 
alternatives) 

• Create response options 
• Evaluate options 
• Select option 

• Decide 
• Decide 
• Decide 

Response 
(action) 

• Plan 
• Organize 
• Execute 

• (Not in OODA) 
• (Not in OODA) 
• Act 

 
The differences between SHOR and OODA are as follows: 
• OODA has no process corresponding to SHOR’s store and recall of data. This is 

equivalent to OODA’s lack of a concept of memory and of cognitive 
representations of world states and models, as noted by Dehn (2004). 

• The partitioning of processes differs slightly, in that OODA’s Orient process is 
split over SHOR’s Stimulus and Hypothesis processes. 

• There are detailed differences in the feedback and feed-forward loops. 
• There is no emphasis on tempo in SHOR. 

• OODA lacks the equivalent of SHOR’s plan and organize sub-processes. In other 
words, OODA is purely reactive in nature, while SHOR has both deliberative and 
reactive characteristics. It is noteworthy that, in depicting OODA, some authors 
add a Plan process. 

 
A key result of Wohl’s (1981) paper is his observation that there is a wide divergence 
between scientific models of decision-making and the reality. Most models assume 
perfect information about the options available and a rational decision maker whose 
task is option selection. In reality, military decision-making involves option creation, 
evaluation and refinement with highly imperfect information. Wohl’s observation has 
been studied in more detail in the naturalistic decision-making (NDM) literature 
(Klein, 1998). 
 

Rasmussen’s model 
Rasmussen’s (1983) three-level model of human thinking in supervisory control, 
again published in the cybernetics literature, is even more influential. Rasmussen’s 
key insight is to integrate rule-based decision-making - as in OODA and SHOR - with 
behavioural stimulus-response (“skill-based”) and first-principles (“knowledge-
based”) reasoning. Figure 3 depicts Rasmussen’s model. 
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Figure 3.   Rasmussen's (1983) three-level model of operator thinking. 

 
According to Rasmussen (1983), decision makers try to minimise cognitive effort, 
because thinking is such hard work (and takes time). The three levels are applied as 
follows: 
• Decision makers first try to identify signals in the incoming stream of sensory 

cues that enable them to take action at the lowest, skill-based level of reasoning. 
This can be done “without thinking”, i.e. using stimulus-response behaviour. 

• Weight each evaluation dimension. 
• Score each option against each evaluation dimension. 
• Select the option with the highest weighted score. 
 
This rational decision-making process depends on the decision maker having the 
complete set of options and the complete set of ways of evaluating them available to 
him/her before scoring and selection can take place. When these conditions are met 
then the selected option is optimal. However, C2 occurs in situations that are 
invariably uncertain, dynamic and confusing. Rarely do commanders and their staffs 
have complete information available when they must make a decision. We have seen 
that Wohl (1981) observes that there is a wide divergence between rational decision-
making models and the reality of C2. 
 
About 10 years ago, psychologists started asking themselves whether decision makers 
used the rational decision-making process in their natural working environment and 
daily activities (Klein, 1998). The resulting field of research is known as naturalistic 
decision-making (NDM). NDM researchers noted that decision support systems that 
enforce the rational decision-making process tend to be rejected by expert users. 
Moreover, rational decision-making had been found in laboratory experiments, but 
these experiments usually involved psychology students performing unfamiliar tasks. 
 
Additional experiments showed that people trained in the rational decision-making 
process did not use it when making decisions in their everyday life outside the 
classroom. Only when major decisions had to be made like buying a car or a house 
was the rational decision-making process used. The NDM researchers saw that, for 
most people, buying a car or a house happened infrequently. In essence, everyone 
(other than a car salesman or estate agent) is a novice in such situations. 
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Figure 4.   Klein's (1998) Recognition-Primed Decision-Making model. 
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Some Opportunities for Analytics 

• Perception, Orient, Hypothesis, Processing, Diagnose
• Summarize and interpret incoming data (e.g. video, social media 

monitoring, other sensing modalities)
• Potentially overwhelming amount of data input
• Identify areas of possible concern

• Fuse information from diverse sources (sensors, human, …) 
• Generate accurate operational picture 

• Task information resources for “clarification”
• Reduce uncertainty, resolve alarms, confirm threats



Some Opportunities for Analytics-2 

• Option generation, evaluation
• Identify available resources for tasking
• Recommend desirable, feasible courses of action
• Provide evaluations of alternative courses of action in antagonistic 

situations

• Action generation and monitoring
• Generate directives and information for resources 
• Monitor execution of plans to identify emerging gaps, need for 

replanning



Summary

• Effective Command Centers require good function and good 
form

• Much effort is spent in designing good form
• Hardware, communications, connectivity, security, location

• SENTRY is trying to develop analytics to enhance proper 
functioning of command center

• Interested in suggestions for analytics that would be valuable for 
command centers in DHS enterprise applications 


