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@ So What? Who Cares?

- Space: Deter adversaries from targeting soft infrastructure network targets, such as
rail transit systems

* Problem: Need to consider infrastructure network topology, dynamics, and cascading
effects to assess holistic network-level threat risk and deterrence

» Solution: Graph Convolutional Network (GCN) learning with network data for dynamic
node attractiveness prediction followed by cascading network failure and robustness
simulation for network-level threat risk and deterrence assessment

- Results: GCN-based network threat deterrence analysis methodology,
Boston T urban rail network data assimilation, prototype GCN software
code development, invited 2024 and 2023 SRA annual meeting talks,
2022 IEEE-HST best paper award, engagements with DHS CISA,
Boston MBTA, ICE, and SafeGraph

Source: https://unsplash.com/
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. Network Risk Example: July 2024 French Rail Sabotage
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@ Problem lllustration

* Network perspective is key
for effective allocation of
scarce defensive resources

* Methods for machine
learning with graphs are
promising for target
attractiveness score
predictions

* Visualizing time-varying
attractiveness scores as
spatial heat maps with
hotspots will inform
situational awareness
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Need to incorporate cascading network effects due to target failures

Need to dynamically update target location attractiveness based on
evolving threat and defense postures, and operational conditions




. Methodological Approach

Step 4: GCN overview

Data Collection

Aggregate threat level data
based on simulations,
historical events, and proxies
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Urban rail
network

Node features: threat level,
defense postures,
passenger volume, and
network centrality measures

Network Feature Selection
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Graph Convolutional Network (GCN)

Proof-of-concept application:

Boston T urban rail system

Recent real-world network risk
example: French rail sabotage
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MLP: Multi-layer perceptron
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A network deterrence strategy may
result in threat aborting or shifting

Area above an adversarial failure
curve is a metric for network
connectedness after disruption

Effectiveness of a network
deterrence strategy is quantified as
percent reduction in area above
adversarial failure curves relative to
another deterrence strategy

Increase in network connectedness
can be translated to avoided
losses in terms of travel delays,
network downtime, and economic
and network passenger impacts
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Node attractiveness predictions based on GCN and network deterrence strategies inform network
path analysis to generate plausible adversarial scenarios and simulated network failure curves

« Quantify scenario-based relative network deterrence effectiveness from network failure curves




. Proof-of-Concept: Boston T Urban Rail Network
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