
ENHANCING
SCHOOL 
SECURITY

One of the most effective deterrents to violent intrusions in schools
can be the presence of an armed officer, generally described as a
School Resource Officer (SRO).

Primary among the essential conditions is the necessity that every
school conduct a risk assessment focused on school security.
Ideally, local police or state police agencies should conduct the risk
assessment cooperatively with the head of the school and/or the
appropriate school security coordinator.

Admission to the building is ideally by badge and operates under
strict adherence to entry policies and procedures. External doors
should be alarmed and locked after the start of the school day.
When school is in session, visitors are admitted only via the main
door after proper authorization.

In addition to fire drills, age-appropriate emergency (i.e., active
shooter, bomb threat, etc.) drills should be practiced often enough
that students and staff understand what to do.

Schools need to develop awareness of the tone of social media
messaging as it relates to potential threats and incorporate
communications as part of their emergency operations planning
documentation. Parents and members of the immediate
surrounding community can be important in this effort.

Interoperability of communications among all stakeholders and first
responders at the site is critically important.

A command center (actual or virtual) should be established in
every school.

Training sessions with school leadership and all first responder
personnel in a district should happen at least once a year with either
active or tabletop exercises so all city/town entities (police, fire, EMS,
public works) know their roles and responsibilities.

All school administrators should be trained in FEMA’s ICS-100
(Introduction to Incident Command). 

Every school should have a Crisis/Safety Response Team that
includes, but not limited to, recommended members such as: 

Head of the School, Assistant Principal/Lead Teacher, Administrative
Assistant/Secretary, SRO (if applicable), School Nurse, Head Custodian,
Operations Director/Manager (if applicable).

MENU OF SECURITY-RELATED RECOMMENDATIONS
AND PRELIMINARY CONDITIONS JUDGED TO BE
IMPORTANT FOR ALL SCHOOLS BY THE COHORT:

Set with the goal of envisioning what a safe, learning-conducive environment would look like in the school
space the SENTRY Department of Homeland Security Center of Excellence established the School Security
Case Study. SENTRY partnered directly with schools and school security stakeholders to better understand
the school security landscape, needs, and requirements unique to schools. As part of this effort, SENTRY
assembled a cohort of 6 current and former principals and superintendents who have firsthand decision-
making experience with violence in schools. This cohort developed a menu of security-related
recommendations that they believe can enhance school security. 
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In a school emergency, the Head of the School must make critical decisions in a matter of seconds.
Accordingly, schools must be prepared every day. Each Head of the School (Principal, Head, Director,
etc.) likely works closely with an Executive Assistant and either Assistant Principals or Head Teachers and
a School Resource Officer. The command center is a collaborative effort among those in leadership
positions in the school. The information collected for the command center should be gathered at the start
of each school day, posted or displayed in a single secure location accessible by key personnel, and
updated as necessary throughout the day. 

First responders on-site – Fire, Police,
Ambulances (checked in).

COMMAND CENTER DESCRIPTION AND CHECKLIST OF ESSENTIAL ELEMENTS

An active shooter or the threat of a sniper on or near a school campus requires a different and broader
response. It becomes the responsibility of the Principal or Head of the School to prepare as she or he would
for a fire drill or bomb threat. Additionally, the Head of the School must strive to be certain that the 10 items
on the checklist are known prior to any handoff of site authority to the local police or other incident
commander in charge. Items #8 and #9 (doors locked down and location of key staff with radios) are
especially critical to the successful resolution of the situation/emergency.

This material is based upon work supported by the U.S. Department of Homeland Security
under Grant Award 22STESE00001-03-04. The views and conclusions contained in this
document are those of the authors and should not be interpreted as necessarily representing
the official policies, either expressed or implied, of the U.S. Department of Homeland Security.

Sweep/update of daily social messaging
affecting the school.

Check-in key staff with radios at 
assigned locations.

Lockdown check – outside doors, 
inside doors.

Time of returning classes/activities/buses.

Location of classes/activities outside.

Faculty and student attendance, location
of para/quadriplegics, blind, etc.

Public address (PA) system control. 

Closed circuit camera images from
strategic locations.

Outdoor temperature/weather conditions.

The essential 10 elements of a command center include the following data and information:
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